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Abstract
Lattice-based cryptography (LBC) algorithms are considered suitable candidates for post-quantum cryptography (PQC), as
they dominate the standardization process put forward by the National Institute of Standards and Technology (NIST). Indeed,
three of the four key encapsulationmechanism (KEM) algorithms in the third round of the process are based on computationally
hard lattice problems. On the other hand, there is an urgent need for processor designs that can run PQC algorithms efficiently,
especially for embedded systems. This study presents an application-specific instruction set processor (ASIP) design for the
Kyber, Saber, and NewHope algorithms based on transport triggered architecture (TTA). Custom hardware accelerators are
added to the baseline processor architecture for computation-intensive steps without applying any software optimization to
the reference code. We compared FPGA and ASIC implementations of our design with the prominent RISC-V cores and
instruction set extension studies in the literature. According to the results, the proposed design offers greater efficiency, better
performance, and lower resource utilization than its competitors in most cases.

Keywords Kyber · Saber · NewHope · Transport-triggered architecture · RISC-V · Efficient processor design

1 Introduction

Cryptography is fundamental to the security of almost every
electronic system used today. As our computation techniques
and systems have evolved over the years, cryptography has
undergone many evolutions to adapt to them. With quantum
computer development projects reaching advanced stages
in recent years, cryptography faces a new challenge: The
widely used public key cryptography algorithms are not
secure against quantum computer attacks [1]. Peter Shor
showed that the security of public key cryptography algo-
rithms based on integer factorization and discrete logarithm
problems could be broken by quantum computing techniques
[2]. This means that a sufficiently large quantum computer
would pose a severeworldwide security problem. In addition,
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sensitive information collected today can be stored for future
decryption with a quantum computer. For all these reasons,
cryptographers have been developing algorithms resistant to
quantum and classical computer attacks for some time.

In 2016, NIST started a standardization process to develop
cryptography algorithms that could enable secure communi-
cation in the quantum age [3]. The aim was not to choose a
winning algorithm but to determine alternatives that can be
used practically in various fields. The process started with
69 appropriate candidates in the first round. After the eval-
uations conducted in the second and third rounds, 1 KEM
and 3 digital signature algorithms (DSAs) were entitled to
be standardized [4, 5]. Kyber is the only algorithm that was
standardized as a KEM [6, 7]. Dilithium [8], FALCON [9],
and SPHINCS+ [10] were chosen as DSA methods. Cur-
rently, the process is being developed to create differentKEM
alternatives in the fourth round.

LBC refers to cryptographic structures whose security
is based on hard problems defined on integer lattices [11].
These methods are used in the most promising algorithms
in the NIST PQC Standardization process. In fact, Kyber,
Dilithium, and FALCON are built with lattice-based crypto-
graphic structures. In addition,many lattice-based algorithms
havebeenproposed as candidates for bothKEMandDSA[4].
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This is because the LBC structures provide fast and secure
encryption, whichmakes them themost critical research area
for PQC.

While PQC algorithms are being standardized, one of the
most critical issues is the development of efficient hardware
architectures for them. Creating customized instruction set
architectures (ISAs) is essential to ensure these algorithms
can be used practically, especially in embedded systems.
Loosely coupled hardware accelerators connected to the data
buses of processors have many drawbacks, such as data
transmission overhead and low flexibility [12]. Extending
the instruction sets of general-purpose processors is a clas-
sic approach. However, since such cores are not designed
for a specific application, achieving the desired efficiency is
difficult. In this context, ASIPs can be a good solution due
to their highly flexible, customizable, and scalable structure
[13]. This structure canmeet the low power consumption and
high-performance requirements needed in public key cryp-
tography applications.

TTA is an open-source ASIP architecture based on
Very Long Instruction Word (VLIW) principles with some
improvements [14]. The computation philosophyofTTA is to
move data with parallel transport buses between functional
units (FUs) where custom instructions reside. TTA-Based
Co-Design Environment (TCE) is a fully open-source and
royalty-free toolset developed at Tampere University, Fin-
land [15]. It provides various compatible tools for designing,
compiling, simulating, debugging, profiling, and generating
TTA processors.

In this study, we present a TTA-based ASIP design and
custom instructions for three different promising LBCmeth-
ods: Module Learning With Error (M-LWE) [16], Module
LearningWith Rounding (M-LWR) [17], and Ring-LWE (R-
LWE) [18]. The design is intended for application to KEM
algorithms that use these LBC methods and were selected
from the second and third round finalists of the NIST PQC
Standardization Process: Kyber, Saber [19], and NewHope
[20].

The remainder of this work is organized as follows: Sect. 2
discusses related studies and our contributions. Afterward,
we briefly introduce the Kyber, Saber, and NewHope algo-
rithms in Sect. 3. Then, Sect. 4 presents the basics of TTA and
TCE. In Sect. 5, we explain our designs in detail and evaluate
FPGA and ASIC implementations compared with the related
studies. Finally, we conclude our work and describe future
studies in Sect. 6.

2 Literature Review

Studies onPQChave been increasing in recent years. Figure1
demonstrates this trend with data from the Web of Science
(WoS) database. Due to the issue’s importance and urgency,

Fig. 1 PQC research trend on the WoS in recent years

this increase can be expected to continue. Bernstein et al.
conducted a comprehensive study describing the importance
and mathematical background of PQC [11].

Several hardware accelerators were proposed for PQC
algorithms in [21–23]. In [21], the authors implemented
NewHope on low-cost FPGAs. A compact Saber implemen-
tation was introduced in [22]. A similar study for Kyber was
conducted in [23]. In addition, some studies have proposed
hardware accelerators that are loosely coupled to processor
cores via buses [24–26]. However, such designs have inher-
ent disadvantages, such as high data transfer overhead, strong
hardware resource requirements, and low flexibility [12]. In
contrast, some studies focus onNumber Theoretic Transform
(NTT) accelerators to speed up the polynomial multiplica-
tions that are extensively performed in most LBC algorithms
[7, 25].

Instruction set extension is another approach that has been
applied in some PQC hardware studies [12, 27, 28]. This
method integrates tightly coupled hardware accelerators into
the processor core. In [27], authors used this method for a
single encryption scheme. They have extended their work on
a RISC-V [29] processor for the other LBC algorithms. A
similar study aiming to accelerate Kyber and NewHope was
introduced in [28]. They also used an optimized software
implementation to support their study. Remarkable acceler-
ation and efficient hardware designs were achieved in both
[12, 28].

There are many studies in the literature related to the soft-
ware implementation of PQC algorithms. Open Quantum
Safe is an open-source software library to support the devel-
opment and prototyping of quantum-resistant cryptography
[30]. PQClean is a similar effort to collect clean implementa-
tions of KEM and DSA schemes in the NIST project [31]. In
addition to these, many studies exist for specific platforms.
In [32, 33], the authors developed efficient software for
the ARM Cortex-M4 platform targeting embedded systems.
Other notable software designed for resource-constrained
devices can be found in [34–38].
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To the best of our knowledge, there are only a few studies
related to TTA-based ASIP design for PQC algorithms [39–
41]. The authors compared a TTA processor with RISC-V
cores for a sample NTRU cryptosystem in [39]. However,
this study was based on their own software implementation.
In [40], a 64-bit general-purpose TTA processor was pro-
posed. The authors presented results comparing their design
with RISC-V rivals on reference PQC software. Thus, they
claimed that TTA could be a suitable base ASIP architecture
for PQC applications in embedded systems. [41] is the only
work in which custom TTA accelerators were proposed for
a single PQC scheme.

Our Contributions In this study, we make the following
contributions:

• We present custom TTA operations for three different
KEMs based on three LWE variants. These can also be
used for similar schemes.

• We introduce a lightweight ASIP designed with custom
TTA operations, especially suitable for PQC applications
in embedded systems.

• We prove the efficiency of our design by comparing it
with popular 64-bit RISC-V cores for FPGA and ASIC
implementations. We share the comparative PQC test
results using reference software.

3 LWE-Based KEMs

This section briefly describes the key generation, encryption,
and decryption algorithms of Kyber, Saber, and NewHope
KEMs. These schemes are based on some variant of the
LWE problem proposed by Regev [18]. In simple terms, the
LWE problem relies on the hardness of solving a large num-
ber of linear equations, some of which include small errors.
Although solving linear equations with Gaussian elimination
is easy, this becomes impossible as the number of erroneous
samples increases.

3.1 Kyber

Kyber KEM is a part of the Cryptographic Suite for Alge-
braic Lattices (CRYSTALS) package [42] submitted to the
NIST PQC Standardization Process. The other member of
this package, Dilithium, is a post-quantum digital signature
scheme. Recently, NIST has decided to standardize both
Kyber and Dilithium after the evaluations during the third
round [5].

The security assumption of the Kyber algorithm relies on
theM-LWEproblem defined inmodule lattices. It is a variant
of the LWE problem in which polynomial rings are repre-

sented with modules [16]. With this method, implementing
secure and fast encryption schemes gets easier.

The official Kyber submission package [6] contains
an IND-CPA-secure public key encryption scheme called
Kyber.CPAPKE. It has several integer parameters for speci-
fying the security level (n = 256, q = 3329, k = {2; 3; 4},
du = 10, and dv = {3; 4; 5}). The lattice dimension is deter-
mined with nk.

Let the ring Zq [X ]/(Xn + 1) be denoted as Rq . The
key generation process is started with a randomly generated
matrix A ∈ Rk×k

q . The vectors s, e ∈ Rk
q are sampled with

a centered binomial distribution (CBD) by using a pseudo-
random function (PRF) [6]. Then, the vector t ∈ Rk

q is
computed as in Eq.1. Thus, the vector t is encoded as the
public key (pk) and the vector s as the secret key (sk).

t = A.s + e (1)

To encrypt a message m ∈ Rq , the sender first decodes
the public key pk to obtain the vector t . Then, a random
matrix A ∈ Rq×q

k is generated. The vectors r , e1 ∈ Rk
q and

e2 ∈ Rq are sampled from a CBD. After that, vectors u ∈ Rn
q

and v ∈ Rq are computed as given in Eq.2 and Eq.3. The
ciphertext c is encoded from the concatenation of u and v.

u = AT .r + e1 (2)

v = t T .r + e2 + m (3)

For decryption, the receiver first decodes ciphertext c to
recover the vectors u and v. Finally, the original message m
is obtained with the given Eq.4.

m = v − sT .u (4)

Kyber.CCAKEM is the IND-CCA2 secure version of the
submission. It is obtained by applying the Fujisaki-Okamoto
(FO) transform to Kyber.CPAPKE [43]. IND-CCA2 secu-
rity is provided with additional hash operations (SHA3-512
and SHA3-256) [6]. In Kyber.CCAKEM, three parameter
sets (Kyber512, Kyber768, and Kyber1024) are suggested
for NIST security levels 1, 3, and 5, respectively. The formal
description of the algorithms and the parameter sets can be
found in the specification document [6].

3.2 NewHope

NewHope is an IND-CCA2 secure KEM based on the
R-LWE problem defined in polynomial rings. Finite field
arithmetic operations are applied to vectors and matrices
sampled from a specific polynomial ring. NewHope was one
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of the fastest algorithms in the NIST PQC Standardization
Process. However, it was eliminated in the third round due
to its drawbacks compared to Kyber [5].

Both CPA and CCA-secure KEM variants are offered
in the NewHope submission package [20]. The FO trans-
form is used to convert CPA-secure schemes to CCA-secure
ones. The CPA variants are called NewHope512-CPA-KEM
and NewHope1024-CPA-KEM, while the CCA-secure con-
jugates are NewHope512-CCA-KEM and NewHope1024-
CCA-KEM, which match NIST security levels 1 and 5,
respectively.

NewHope uses two integer parameters to set the degree
of the polynomial ring and the finite field (n, q). The degree
is determined according to the security level (n = 512 or
n = 1024 ), while the module parameter remains constant
(q = 12289) for both. Another constant parameter (k = 8)
is used to generate noise with the CBD.

Let the ring Zq [X ]/(Xn + 1) be denoted as Rq . A uni-
formly random polynomial a ∈ Rq is generated with a
random seed value seed to generate public and secret keys.
The vectors s ∈ Rq and e ∈ Rq are sampled using CBD
according to the parameter k. Then, the public key b is com-
puted with Eq.5 and packed with the seed. The secret key of
the receiver is encoded from the vector s.

b = a.s + e (5)

To encrypt a message m ∈ Rq , a secret vector s′ ∈ Rq

and error vectors e′, e′′ ∈ Rq are sampled with a CBD. After
that, the sender computes the vector v and the vector u as
given in Eq.6 and Eq.7. The ciphertext is then formed as an
encoding of the vectors v and u.

v = b.s′ + e′′ + m (6)

u = a.s′ + e′ (7)

In the decryption stage, the vectors v and u are decoded
first. The original message m is then obtained with Eq.8.

m = v − u.s (8)

The CCA-secure version of NewHope includes additional
hash operations originating from the FO transform. Formal
descriptions of the algorithms, parameter sets, encoding and
decoding functions, and hash operations are accessible from
the specification document [20].

3.3 Saber

Saber is an IND-CCA2 secure KEM based on the M-LWR
problem. Instead of error generation, a deterministic round-

ing operation is used in this LWEvariant. Thus, fewer random
bits are required for encryption and decryption.

Saber was one of the third round finalists of theNIST PQC
Standardization Process. The official submission includes
CPA and CCA-secure KEMs. Saber uses a CPA-secure pub-
lic key encryption method called Saber.PKE at its core. The
CCA-secure KEM is called Saber.KEM and is obtained by
applying the FO transform.

Three parameter sets suggested in the submission are
LightSaber, Saber, and FireSaber, which match the NIST
security levels 1, 3, and 5, respectively [19]. Constant and
variable integer parameters specify the polynomial ring,
coefficients, and rounding. The parameters n = 256 and
q = 213 specify the dimensions of the fixed polynomial ring
Rq = Zq [X ]/(Xn+1). Another constant parameter p = 210

is used as a modulus calculating coefficients in encryption
and decryption stages. The variable parameters of the algo-
rithm are module rank parameter l, rounding parameter T ,
and distribution parameter µ.

For key generation, a random matrix A ∈ Rl×l
q is gener-

ated using a PRF (SHAKE-128) with a random seed value
seedA. The secret vector s ∈ Rl×1

q is sampled with a CBD.
Then, the vector b is computed as in Eq.9 with a constant
vector h ∈ Rl×1

q used for rounding operations by a simple
bit shift. The public key pk is then formed from encoding b
and seedA, while the secret key sk is encoded from vector s.

b ≡ (AT .s + h) mod q (9)

To encrypt a message m ∈ Rl×1
q , the sender first rebuilds

the matrix A using the public key. Then, the secret vector
s′ ∈ Rl×1

q is sampled from a CBD. The vectors b′ ∈ Rl×1
p

and v′ ∈ Rl×1
p are computed with Eq.10 and Eq.11. The

ciphertext c is encoded from the concatenation of vector b′
and ((v′ + m) mod p).

b′ ≡ (A.s′ + h) mod q (10)

v′ ≡ bT .(s′ mod p) (11)

The receiver uses Eq.12 for decryption to compute the
vector v ∈ Rl×1

p . The original message m is then obtained
with Eq.13.

v ≡ b′T .(s mod p) (12)

m ≡ v mod p (13)

Similar to Kyber and NewHope, the CCA-secure Saber
KEM contains additional hash operations. The authors sug-
gested SHA3-256 and SHA3-512 standards for three dif-
ferent hash stages in the KEM. The specification document
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provides detailed information about the algorithms, encoding
and decoding techniques, hash functions, and more [19].

4 TTA and TCE

In this section, we explain the basic computational approach
of TTA. We also briefly introduce TCE, the free and open-
source integrated TTA processor design environment.

4.1 TTA

TTA is a processor design concept that prioritizes the advan-
tages of parallel computing.A typical TTAprocessor consists
of FUs, transport buses, and one or more register files. The
data to be processed are moved between FUs via transport
buses. In other words, computations are just a side effect
of data transport in TTA. The related operation in an FU is
triggered when the data reach the input ports. After the com-
putation is completed, the result is moved to the following
processing location instead of being written to a register file
unless necessary. This decreases the register file access rate,
which also reduces total energy consumption. The structural
model of a typical TTA processor is given in Fig. 2.

TTA processors generally have long instruction words
and multiple transport buses. The instruction words contain
move slots for each bus that state the FU ports and related
operations to be triggered. These operations can be simple
instructions such as addition and shifting or more complex
functions such as matrix multiplication. The designer deter-
mines the content and functionalities of FUs according to the
application requirements.

The control unit is actually located as an FU and manages
the whole computation process. It fetches the instructions
from memory and maintains the program flow with jumps
and address counters. The transport buses are connected to
FUs via sockets. All the elements that form a TTA processor

are highly scalable and customizable. This modular structure
is well suited to exploiting instruction-level parallelism (ILP)
advantages. All these factors make TTA an ideal template for
ASIP designs.

4.2 TCE

TCE is a research project developed and led by the Depart-
ment of Pervasive Computing at the Tampere University of
Technology, Finland [15]. The project aims to create an inte-
grated toolset capable of handling all hardware and software
development phases for TTA processors. TCE makes it pos-
sible to design highly efficient TTA processors by simply
starting with an application code written in a high-level lan-
guage and a basic architecture definition.

TCE includes several tools with graphical user interfaces
to leverage its extensive capabilities easily. The processor
design steps in TCE often start with a simple architecture
definition file (ADF). The ProDe tool generates a proces-
sor model with a convenient interface by reading the base
ADF. The designer can make many customizations to this
model, such as adding FUs, editing the operations they con-
tain, increasing or decreasing the number of transport buses,
and adjusting their widths and connections. The target appli-
cation is simulated using the cycle-accurate simulator Proxim
on the prepared model. It also provides all profiling data,
such as the trigger counts of the operations in FUs and the
active usage rates of transport buses. Thus, the designer can
identify bottlenecks in the system and update the ProDe
model. The TTA operations are defined in Operation Set
Editor (OSEd). Designers can add their custom operations
with OSEd and integrate them into the ProDe model. In
this way, the contribution of a concept custom operation
can be quickly evaluated with Proxim simulations. After
the processor model is developed, hardware description lan-
guage (HDL) code is generated with the Processor Generator
(ProGe) tool. TCE comes with many off-the-shelf hardware

Fig. 2 Block structure of a
typical TTA processor
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Fig. 3 TTA processor design
procedure with TCE tools

implementations by default. The hardware database editor
(hdbeditor) organizes both the pre-installed HDL code and
the designers’ custom implementations. The HDL code gen-
erated with ProGe can then be synthesized in third-party
FPGA or ASIC platforms. The entire processor design pro-
cedure with TCE is summarized in Fig. 3.

In TTA, the compiler has a critical role, as the scheduling
is done statically at compile time according to the proces-
sor architecture. TCE contains an LLVM-based retargetable
compiler responsible for executable code generation. The
TCE compiler (tcecc) takes ADF and high-level application
code as inputs and produces the executable binary code.

5 ASIP Design for PQC

In this section, we introduce our ASIP designs and share
detailed test results obtained from reference PQC software.
In addition, we explain our custom operation determination
technique, balanced design approach, and future research
scope with a gap analysis.

We chose TTA as our ASIP design method. Since the
lattice-based PQC algorithms involve many computations
that canbe executed in parallel,we intended to take advantage
of the ILP. In addition, TTA and TCE are the only options to
provide open-source and free ASIP architecture and devel-
opment environment.

5.1 Base Processor Design

TCE tools had stable 32-bit support at the time of this study.
However, this was not yet the case for 64-bit tools. In this
study, we use reference PQC software from the PQClean
project, which contains many operations on 64-bit data [31].
Therefore, we made some changes and arrangements to the
open-source TCE source code, as we explained in detail
in our previous work [41]. Then, we designed and imple-
mented a 64-bit general-purpose TTA processor, which we

call TTA64, using the basic operations (AND, OR, ADD,
SHIFT, MUL, etc.) defined in the standard operation set. In
[41], we compared the TTA64 with popular 64-bit RISC-V
processors (Rocket Core [44] and CVA6 [45]) in many ways,
demonstrating that it may be a suitable ASIP design for PQC
applications in embedded systems. In this study, we used
the most efficient configuration of TTA64 with four trans-
port buses as the base core architecture, with which we later
integrated custom operations. The structural ProDe model of
TTA64 is presented in Fig. 4. In Table 1, we compare clock
cycle counts for the CCA2-secure versions of the Kyber,
NewHope, and Saber KEMs on TTA64 and RISC-V cores.
The numbers represent the total execution cycles required for
the key generation, encapsulation, and decapsulation stages
for the standard parameter sets defined in the related KEM
specifications.

5.2 CustomTTA Operations

TTA is an architecture that facilitates processor customiza-
tion. Leveraging this vital aspect of TTA, we designed
and implemented several custom operations for the Kyber,
NewHope, and Saber KEMs to achieve higher performance
and energy efficiency. It is possible to design and integrate
many or complex operations in VLIW-type architectures
such as TTA. However, we preferred a balanced design
approach in this study. We aimed to increase performance
without excessively enlarging the required chip area or reduc-
ing the clock frequency. Thus, we achieved high energy
efficiency with relatively simple and few custom operations.

The operation set of a TTA processor is managed by the
Operational Set Editor (OSEd) tool available in TCE [15].
After thoroughly examining the PQClean codes and iden-
tifying custom operation candidates, we added them to the
TTA64 operation set with the OSEd. The process of integrat-
ing custom operations into the TCE tools and compilation
chain is presented in Fig. 5. The first step is to define the
name of the operation to be added to the OSEd tool and its
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Fig. 4 Structural block design of TTA64 base processor in ProDe

Table 1 Comparison of the total number of clock cycles on TTA64 and
64-bit RISC-V processors for KEM software implementations in the
PQClean library

KEM Rocket CVA6 TTA64

KYBER-512 3,608,812 4,277,745 1,640,648

KYBER-768 5,491,484 6,382,248 2,503,763

KYBER-1024 7,690,692 8,829,582 3,674,152

NEWHOPE-512 4,098,804 4,166,808 2,993,336

NEWHOPE-1024 7,707,288 7,865,157 6,347,067

LIGHT SABER 5,620,808 5,804,118 2,481,705

SABER 10,123,716 10,071,750 4,791,406

FIRE SABER 15,841,608 15,557,466 7,794,224

properties, such as the number of input and output ports and
data types. Then, a C++ code block expressing the behavior
of the operation is written and compiled. Next, the opera-
tion is added to the relevant software code using the in-line
assembly method, replacing the part it is intended for. This
step enables the custom operation to be recognized in the
ProDe tool so that it can be added to a processor model.
Finally, the TCE compiler compiles the ADF file contain-
ing the processor design and the software containing custom
operations to produce executable code. The Proxim tool is
then used to simulate the processor model with the compiled
code in a cycle-accurate manner to verify that the operation
works correctly.

We performed profiling analyses with the Proxim simula-
tor to integrate the custom operations to the FUs to determine
the best performance. Many candidate operations were put
through this test cycle with various scenarios. As a result,
operations that increase efficiency under our balanced design
approach were implemented using VHDL.We give the func-
tionalities of the custom operations developed for Kyber in
Table 2. We also give the latency of these instructions in
terms of clock cycles and their relevant code blocks in the
PQClean library in Table 3. We provide the same informa-
tion for NewHope KEM in Tables 4 and 5. Similarly, custom
Saber operations are detailed in Tables 6 and 7. The terms C
and C1-C5 represent constant values defined in the related

algorithm specifications, while the terms IN, IN1-IN5, and O
express the input and output ports of the custom operations,
respectively. Since the algorithms use the same Keccak func-
tions, some operations are identical for the three KEMs.

The MRED operation converts a 32-bit input to a 16-bit
congruent output using the Montgomery modular reduction
algorithm [46]. Similarly, the BRED operation calculates
the centered representative congruent value of a 16-bit input
value using the Barrett modular reduction method [46]. The
CBD2 operation accelerates the computation of polynomial
coefficients from a uniformly random array following the
centered binomial distribution. The PCOMP operation maps
polynomial coefficients to positive standard exponents. The
VCOMPoperation is a combination of the polynomial vector
compression operations. On the other hand, the ROL, XOR5,
and XNA operations are used in the Keccak state permuta-
tions.

The MREDNH and PCMPNH operations are the adop-
tions of the MRED and PCOMP operations to the NewHope
KEM. The CFREE operation performs constant time fully
modular reduction of 16-bit input values except the first
modulo operation. The RDPRM operation operates as the
parameter reduction function in both odd and even stages of
NTT calculations. As the name suggests, the HAMW opera-
tion computes theHammingweight [47] of given coefficients
in the sampling of polynomials. The PTMNH operation is
used inmessage encoding to speed up the conversion of poly-
nomials.

SHANDLS1 and SHANDLS1 operations combine the
frequently repeated right shift and AND operations in the
centered binomial distribution function. The SUB3 is a
simple triple subtraction operation that resides in the inter-
polation and second stages of the Karatsuba multiplication
algorithm [48]. Similarly, the EVALR4 operation is used in
the evaluation phase of the Toom-Cook multiplication algo-
rithm [48]. The ROUND operation performs the rounding
operation on the polynomial coefficients according to the
constraints defined in the Saber KEM specifications.
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Fig. 5 Custom operation
definition process in TCE: A)
Introducing the operation to the
OSEd, B) Determining the
operation properties, C)
Definition of the operation
behavior, D) Integrating the
operation into the software, E)
Adding operation to the
processor model in ProDe, F)
Cycle-accurate simulation in
Proxim

5.3 Design of the Custom Processors

We designed and implemented custom TTA processors for
the Kyber, NewHope, and Saber KEMs, integrating the cus-
tom operations into the TTA64 processor. We used the same
processor model to create a custom core, which we call C-
TTA64, that can accelerate all three algorithms. Figure6
illustrates the structural design of the C-TTA64 processor
in the ProDe environment.

Using the same C-TTA64 model, we also developed Cus-
tomKyber, CustomNewHope, and CustomSaber processors
that include custom operations only for the relevant algo-
rithm. The distribution of custom operations to the FUs
in the relevant C-TTA64 core is given in Table 8. The
operations with more than two input ports are placed in
the MULTIPORTs FU. The multiply (mul) and multiply-
and-accumulate (mac) operations from the TTA64 pro-
cessor are located in the same unit. The C_ALU64 and

C_ALU64_1 FUs contain general-purpose operations given
in [41] together with the custom operations. All operations
were developed to be compatible with the 64-bit transport
bus structure. We used a fully connected bus architecture as
there were some compile time issues with the other options
in the 64-bit version of the TCE toolset.

All FUs were implemented in VHDL and added to the
hardware database of the tool using HDB Editor [15]. Then,
we generated the synthesizable HDL implementation of our
custom processors along with the control unit and data buses.
After that, we performed behavioral simulations in Xilinx
Vivado (version 2018.2) [49] with the testbench automati-
cally generated by the ProGe tool. We shared all software
and hardware designs developed in this study as open-source
code on GitHub.1

1 https://github.com/LatifAkcayGithub/PQC-ASIP.
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Table 2 Logical functionalities
of custom TTA operations
developed for the Kyber KEM

Operation Function

MRED O = IN - (IN × C1 × C2)

BRED O = IN - (C1 × IN + C2) × C3

CBD2 O = (IN1>> (IN2 × C1) & C2) - (IN1 >> (IN2 × C3 + C4) & C5)

PCOMP O = (((IN + (IN >> C1) & C2) << C3) + C4/C5) & C6

PMSG O = ((IN1 << IN2) & C1) & C2

VCOMP O = (((IN + (IN >> C1) & C2) << C3) + C4) / (C5 & C6)

ROL O = (IN1 << IN2) ^ (IN1 >> (C-IN2))

XOR5 O = IN1 ^ IN2 ^ IN3 ^ IN4 ^ IN5

XNA O = IN1 ^ ((∼IN2) & IN3)

Table 3 Clock cycle latency of custom Kyber operations and corre-
sponding PQClean functions

Operation Latency Related PQClean Function

MRED 2 Montgomery Reduction (reduce.c)

BRED 2 Barrett Reduction (reduce.c)

CBD2 1 Binomial Distribution (cbd.c)

PCOMP 2 Polynomial Compression (poly.c)

PMSG 1 Polynomial Compression (poly.c)

VCOMP 2 Compress Vector (polyvec.c)

ROL 1 Keccak Permutation (fips202.c)

XOR5 1 Keccak Permutation (fips202.c)

XNA 1 Keccak Permutation (fips202.c)

5.4 Tests and Results

We performed PQClean tests on our custom processor and
obtained the total number of clock cycles for the key gen-
eration, encapsulation, and decapsulation stages. Then, we
compared the results with the existing studies in the litera-
ture that are suitable for low-power embedded systems. As
can be seen from Table 9, our design outperforms the ARM
Cortex-M0 [32] core, even when some software optimiza-
tions are used [33]. We also obtained better results than [28],
in which the VexRiscv core with custom PQC instructions

Table 5 Clock cycle latency of custom NewHope operations and cor-
responding PQClean functions

Operation Latency Related PQClean Function

MREDNH 2 Montgomery Reduce (reduce.c)

CFREE 1 Coefficient Freeze (poly.c)

PCMPNH 2 Polynomial Compression (poly.c)

HAMW 1 Hamming Weight (poly.c)

RDPRM 2 NTT Reduce Parameter (ntt.c)

PTMNH 1 Convert Polynomial (poly.c)

ROL 1 Keccak Permutation (fips202.c)

XOR5 1 Keccak Permutation (fips202.c)

XNA 1 Keccak Permutation (fips202.c)

runs optimized software. It should be noted that we do not
apply any optimization to the PQClean software in this study.
Compared with TTA64, the performance improvement is
approximately 50% for Kyber and 25% for NewHope. How-
ever, the difference in acceleration rate is around 10% for
Saber. On the other hand, our results slightly fall behind the
state-of-the-art [12] in terms of the total number of clock
cycles alone.

We chose the Xilinx Artix-7 [50] platform for FPGA
implementation to make a meaningful comparison with the
related works. In Table 10, we show the synthesis results of

Table 4 Logical functionalities
of custom TTA operations
developed for the NewHope
KEM

Operation Function

MREDNH O = ((((IN × C1) & ((C2 << C3) - C2)) × C4) + IN) >> C5

CFREE O = ((IN - C1) >> C2) ^((IN ^(IN - C1)) & ((IN - C1) >> C2))

PCMPNH O = ((IN << C1) + C2) / C3) & C4

HAMW (i = 1,..,8), (O += ((IN1 >> i) & 1)) + C - ( += ((IN2 >> i) & 1))

RDPRM O = (IN1 × (IN2 + C1 × C2 - IN3))

PTMNH O = ((IN1 - C1) >> 15) << (IN2 & C2)

ROL O = (IN1 >> (64 - IN2))

XOR5 O = IN1 ^IN2 ^IN3 ^IN4 ^IN5

XNA O = IN1 ^((!IN2) & IN3)
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Table 6 Logical functionalities
of custom TTA operations
developed for the Saber KEM

Operation Function

SHANDLS1 ( j = 1,..,C), (O += ((IN >> j) & C))

SHANDLS2 O = ((IN1 >> IN2) & C1) - ((IN1 >> (IN2 + C2)) & C1)

SUB3 O = (IN1 - IN2 - IN3)

EVALR4 O = (IN3 << C1) + (IN2 << C2) + (IN1 << C3)

ROUND O = ((IN + C1) >> (C2 - C3)) & C4

ROL O = (IN1 >> (64 - IN2))

XOR5 O = IN1 ^IN2 ^IN3 ^IN4 ^IN5

XNA O = IN1 ^((!IN2) & IN3)

Table 7 Clock cycle latency of
custom Saber operations and
corresponding PQClean
functions

Operation Latency Related PQClean Function

SHANDLS1 1 Binomial Distribution (cbd.c)

SHANDLS2 1 Binomial Distribution (cbd.c)

SUB3 1 Karatsuba Multiplication (poly_mul.c)

EVALR4 1 Toom Cook Multiplication (poly_mul.c)

ROUND 1 Rounding Coefficients (Saber_indcpa.c)

ROL 1 Keccak Permutation (fips202.c)

XOR5 1 Keccak Permutation (fips202.c)

XNA 1 Keccak Permutation (fips202.c)

Fig. 6 The structural block design of proposed custom ASIP model in ProDe

our designs obtained from Vivado with the default synthesis
settings.We compare the FPGA resourceswith theCVA6and
ROCKET cores (both of which implement RV64GC [29])
and RISC-V instruction set extension studies for PQC. We
achieve resource utilization values that are similar to those of
the CVA6 and ROCKET cores while providing much better
performance, as shown in Tables 1 and 9. We also obtained
higher clock frequencies and at least 2.1X smaller chip areas
than the state of the art [12]. On the other hand, although [28]
has lower FPGA resource requirements, our custom proces-
sors are superior in terms of performance.

We made another comparison regarding total energy con-
sumption. In Table 11, we present the results calculated from
the energy equation given in 14, where E, P, t, CC, and fmax

express energy, power, execution time, cycle count, andmax-
imum clock frequency, respectively. The power values were
obtained from theVivadoPowerAnalyzer. Thiswas achieved
by generating synthesis activity files (SAIF) from the post-
synthesis simulation of all PQClean tests for each core. The

results clearly prove that both TTA64 andC-TTA64 consume
at least 2× less energy than the 64-bit RISC-V cores. The
difference between our designs indicates the efficiency of
the custom operations. However, since we cannot accelerate
Saber as much as other KEMs, there is no significant differ-
ence in total energy consumption between the two cores.

E(t) = P × t = P × CC × 1

fmax
(14)

We also analyzed our designs for ASIC implementation.
We show the synthesis results of our cores for TSMC 40nm
technology in Table 12. The only study that has reported
ASIC results is [12]. The authors state that their design can
run at 45.47MHz clock frequency in theUMC65nmprocess.
However, they report the chip area, cell count, and power val-
ues for 10 MHz frequency. The power consumption of our
custom processors is in the range of 0.4–0.8 mW when syn-
thesized at that frequency. In addition, the maximum clock
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Table 8 Placement of the
custom operations in the FUs in
accordance with the relevant
processors

Processor C_ALU64 C_ALU64_1 MULTIPORTs

Custom Kyber Processor BRED ROL XNA

CBD2 XOR5

MRED

PCOMP

PMSG

ROL

VCOMP

Custom NewHope Processor CFREE ROL XNA

PTMNH XOR5

HAMW RDPRM

MREDNH

PCOMPNH

ROL

Custom Saber Processor ROUND ROL EVALR4

ROL SUB3

SHANDLS1 XNA

SHANDLS2 XOR5

Table 9 Comparison of NoCC
results for RISC-V, ARM, and
TTA cores over the PQClean
LBC codes

KEM C-TTA64 [32] [33] [28] [12]

KYBER-512 828,317 2,519,784 1,585,025 2,551,000 548,025

KYBER-768 1,120,861 4,300,345 2,866,415 N/A 939,676

KYBER-1024 1,951,324 6,554,298 4,536,207 7,251,000 1,179,832

NEWHOPE-512 2,228,784 3,046,328 2,244,172 3,630,000 522,355

NEWHOPE-1024 4,805,987 6,135,846 4,419,228 7,046,000 991,469

LIGHT SABER 2,228,197 4,452,110 N/A N/A 1,550,916

SABER 4,432,545 8,587,776 N/A N/A 2,962,460

FIRE SABER 7,269,614 13,963,372 N/A N/A 4,821,141

Table 10 Comparison of
FPGA synthesis results for
custom TTA and RISC-V cores

Processor Frequency (MHz) LUT FF DSP Power (mW)

ROCKET 62 7693 4330 4 141

CVA6 40 9567 4729 16 122

TTA64 52 4725 3270 6 115

Custom Kyber Processor 50 9720 3626 8 145

Custom NewHope Processor 50 7099 3602 9 120

Custom Saber Processor 50 6972 3579 6 117

C-TTA64 (all custom operations) 50 11,265 3819 11 154

[28] 59 1907 1658 7 N/A

[12] 5* 23,947 10,847 21 N/A

∗The value is not given in the paper. However, the PULPino (RV32IMC) SoC used in the study operates at 5
MHz clock frequency on the FPGA platform [51]
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Table 11 Comparison of total energy consumption (in millijoules) of
TTA and RISC-V processors for all KEM parameters

KEM CVA6 Rocket TTA64 C-TTA64

KYBER-512 12.94 8.08 3.58 2.40

KYBER-768 19.31 12.30 5.47 3.25

KYBER-1024 26.71 17.23 8.03 5.64

NEWHOPE-512 12.60 9.58 6.54 5.38

NEWHOPE-1024 23.79 17.94 13.87 11.53

LIGHT SABER 17.56 12.59 5.42 5.21

SABER 30.47 22.68 10.47 10.37

FIRE SABER 47.06 35.49 17.13 17.00

frequency valuewe obtained for our custom cores at the high-
est effort level of the Genus [52] tool was 135 MHz. On
the other hand, our C-TTA64 core occupies a 3.8× smaller
chip area than that of [12] while also providing a 10× faster
clock frequency. Since the underlyingASIC technologies are
different, considering the total cell count would be a more
accurate approach. When analyzed from this perspective, it
is seen that C-TTA64 requires 2x fewer cell resources. When
the total energy consumption is analyzed using the values
given in Tables 9 and 12, it can be concluded that our C-
TTA64 processor is more efficient for Kyber and Saber but
less efficient for NewHope than its competitor.

5.5 Future Research Scope

LBC methods play a critical role in studies on develop-
ing KEM and DSA methods resistant to quantum computer
attacks. Various hardware and software studies for Kyber,
NewHope, and Saber KEMs are in the literature. Instruction
set extension studies were also proposed for these meth-
ods on RISC processors. However, there are still very few
ASIP studies available. Lattice-based PQC algorithms are
very suitable for ILP since they involve calculations that
can be executed simultaneously. Therefore, TTA has seri-
ous potential for efficiently accelerating PQC algorithms. In

addition, open-source and free development tools such as
TCE offer valuable opportunities for designers. Thus, it can
be predicted that TTA and TCE will be more prominent in
future studies.

We adopted a balanced design approach and implemented
a fewcustomhardware operations by combining certain com-
putations from the software implementation. This helped us
achieve higher performance than the related studies. We did
not utilize various NTT methods [53] or optimized modular
arithmetic optimizations such as Plantard [54] in this work.
However, custom operation designs based on these methods
could lead to much higher performance and more efficient
ASIP designs in future studies. Another improvement that
could be made in future studies is to evaluate the TTA archi-
tecture andour customoperations against power side-channel
attacks. Conducting studies on this subject in the near future
will be valuable in improving ASIP architectures for PQC.
Developing a stable 64-bit version of the TCE toolset and
investigating optimized bus architectures instead of a fully
connected transport bus structure could also be research pro-
gressive topics.

6 Conclusion

Quantum computers are likely to be used practically in the
near future. This technological leap is expected to bring
invaluable benefits to humanity. However, the computational
capabilities of quantum computers pose a serious threat to
widely used public key cryptography systems. Researchers
have been focusing on quantum-safe cryptography methods
in recent years. In that regard, lattice-based schemes promise
a faster and more reliable basis for PQC compared to other
fields. LBC algorithms dominate the NIST PQC Standard-
ization Process. In this study, we designed and implemented
custom TTA operations for accelerating Kyber, NewHope,
and Saber KEMs based on three different lattice-based hard
problems. Due to our design strategy, we preferred fewer

Table 12 ASIC synthesis
results for custom TTA
processors in TSMC 40nm
process

Processor Frequency (MHz) Cell count Total area Power (mW)

TTA64 100 13,730 35.16 4.02

Custom Kyber Processor 100 24,290 54.19 11.79

Custom NewHope Processor 100 19,544 45.16 5.83

Custom Saber Processor 100 14,186 37.21 4.53

C-TTA64 100 28,216 64.78 12.98

[12]∗ 10 57,413 245.47** 2.43–2.77

The total area values are given in square micrometer units
∗The values are given for the UMC 65nm process. The power consumption values were reported to vary
within the given range according to the tested LBC algorithm
∗∗The value is given without including cache and memory cells. The authors state that the value is 914.82
when combined with the memory cells
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and simpler operations over more or complex instructions.
Then, we integrated the operations into a 64-bit general-
purpose TTA core developed in our previous study [41]. The
entire design was implemented in VHDL and then synthe-
sized for FPGA andASIC. The PQClean library was used for
tests without applying software optimization. We compared
our design with the popular 64-bit RISC-V cores and the
instruction set extension studies targeting low-power embed-
ded systems. We provided comparative tables that present
the resource utilization, cycle count, and energy consump-
tion of all cores for all KEM parameter sets. We explained
the advantages and disadvantages of our designs compared to
designs from related studies. Finally, we proposed a scalable,
fast, and efficient ASIP design that can be further improved.
In future studies, we plan to develop custom operations and
core designs for lattice-based digital signature schemes.
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